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As a financial professional, chances 
are you know more than most about 
managing money. But even the most skilled 
accountants and CPAs have been known 
to spend more time studying their clients’ 
finances than their own. If you’re not sure 
where to start when it comes to accepting 
credit card payments, or you have a 
sneaking suspicion your current processor 
might not be the best choice for your 
business, this guide is for you.

We’ll walk through the ins and outs of 
payment processing, starting from the very 
beginning. You’ll learn how money moves 
behind the scenes of a credit or debit 
transaction and the difference between 
processing payments online versus with a 
credit card machine.

Then we’ll unpack credit card processing 
rates and the factors that affect them, and 
look at the implications of surcharging 
to pass costs on to your clients. You’ll 
get an overview of data security and PCI 
compliance, and learn how to protect 
against chargebacks.

Finally, we’ll discuss the different types 
of payment processors and the benefits 
of choosing a specialized solution over a 
generic one. We’ll wrap it all up with five 
tips to keep in mind when shopping for a 
payment processor.

Whether you’re interested in dipping your 
toe into the world of credit cards or you 
want to take your knowledge to the next 
level so you can find the ideal payment 
solution for your CPA firm, you’ll find a 
wealth of insights in this comprehensive 
guide. Let’s get started.
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HOW MONEY MOVES 
IN CREDIT CARD 
TRANSACTIONS
For many business owners, credit card processing is a hidden industry—hidden 
in plain sight, that is. Today we’re all familiar with using the Visa/MasterCard 
network as consumers, and we have high confidence that the system will work. 
We now pay the majority of our bills electronically, from swiping cards at the 
grocery store, to paying electric bills over the phone, and even scheduling rent and 
mortgage payments online.

As a business owner, it can help to know a bit more about the hidden logistics of 
card payments. Let’s explore what happens behind the scenes from the moment a 
client pays your bill with a credit or debit card to the moment you see funds appear 
in your bank account.
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We refer to Visa and MasterCard as the 
original card brands, and we call them bank 
cards because they’re issued by banks. 
Visa and MasterCard created a computer 
network as a way for banks to share 
information about cardholders and business 
owners electronically—and to move money.

Most of us are familiar with issuing banks 
because we’re Visa and MasterCard 
cardholders, and we get these cards 
through banks. The average consumer now 
carries two or more credit cards in their 
wallet, and most millennials don’t carry or 
have a need for checkbooks.

For every transaction completed on the 
Visa/MasterCard network, there are two 
banks involved: the issuing bank and the 
acquiring bank. The issuing bank works with 
the cardholder—your client, for example. As 
a cardholder, your client has an agreement 
with her issuing bank that when she pays 
your bill with a credit card, she’s going to 
pay the bank back. The bank is responsible 
for collecting those funds from her.

The acquiring bank has a relationship with 
the business owner, or in this example, your 
CPA firm. The acquiring bank issues you a 
merchant account, which gives your firm 
the ability to accept both credit and debit 
cards for payment at your place of business. 
The agreement you have with the acquiring 

bank is that you will provide goods or 
services in exchange for the money you’re 
paid, and in exchange, you gain access to 
the Visa/MasterCard network.

The acquiring bank issues you a merchant 
account number, which is a unique identifier 
that lets banks and payment solution 
companies like CPACharge know which 
transactions belong to your business.

Now let’s look at what goes on behind the 
scenes every time someone processes a 
credit card transaction.

ISSUING BANKS AND 
ACQUIRING BANKS

ISSUING
BANK

ACQUIRING
BANK

https://www.tsys.com/Assets/TSYS/downloads/rs_2016-us-consumer-payment-study.pdf
http://www.marketwired.com/press-release/wepays-small-business-payments-survey-data-suggests-the-death-of-checks-1804103.htm
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1. Authorization
The first step, authorization, is initiated 
when you or your client swipes, inserts, or 
manually keys in a credit card for payment. 
Your payment platform dials out through 
the Visa/MasterCard network to connect 
to the issuing bank and find out if the 
cardholder (your client) has the necessary 
funds available.

The issuing bank then generates an 
approval code, which places the funds 
on hold for your business. Today, this 
authorization normally takes about two 
seconds, and the hold is good for 7 to 30 
days. A receipt is generated for your client 
notifying her that the payment has 
been authorized.

2. Clearing
The clearing step is basically a reconciliation 
or validation step between the card 
brands and the banks. For professional 
services firms like yours, this step typically 
happens behind the scenes, with your 
payment processing company sending 
your transactions on your behalf to the card 
brands for validation. A batch of all Visa 
transactions is sent to Visa, and MasterCard 
transactions are sent to MasterCard.
The card brands then send a reconciliation 
report to both the acquiring bank and 

the issuing bank letting them know the 
transactions have been validated and will 
be processed. Once this clearing record has 
been received, it’s time for the acquiring 
bank to move money.

3. Settlement
The final step, called settlement, normally 
takes 1–2 business days. In this step, the 
acquiring bank is responsible for placing 
funds in your business bank account, 
according to the agreed-upon amount tied 
to the approval code that was issued in the 
authorization step.

Next, the acquiring bank follows up with 
the issuing bank to be reimbursed for 
the funds that were deposited into your 
bank account. The issuing bank is then 
responsible for posting the sale to your 
client’s credit line, or collecting the funds 
from your client’s checking account in the 
case of a debit card.

Now you understand the apparent “magic” 
that happens each time a client pays by 
credit or debit. The best part is, with a 
great payment solution, you don’t need 
to worry about these logistics, and what 
appears to happen magically is systematic 
and automated—so you can focus on 
running your business. Now let’s dive into 
the evolution from credit card machines to 
online payments and explore what it means 
for you and your clients.

THREE STEPS OF
A CREDIT CARD
TRANSACTION



WHAT IT MEANS TO 
PROCESS PAYMENTS 
ONLINE
When you think about credit and debit card processing, do you picture the 
stereotypical gray plastic and colorful buttons of a countertop card swiper or 
PIN pad? If so, the idea of processing credit cards without any special equipment 
might sound foreign.

Let’s look at what it means to process payments without a physical credit card 
machine, and discuss why many professional services firms are making the switch to 
online payments.
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As recently as a decade ago, businesses 
had to sort themselves into one of two 
buckets when it came to credit card 
processing: businesses that took payments 
in person used a swiper or  credit card 
processing machine; those that offered an 
e-commerce shopping experience on the 
web accepted payments online.

But as online payment technology has 
improved over the years, and as consumers 
have become accustomed to the ease and 
convenience of paying for goods online, 
demand for the online payment experience 
has spread to service industries. Today’s 
online payment solutions allow customers 
to type in a specific dollar amount, rather 
than simply paying for items in a “shopping 
cart.” This is great for professional 
firms looking to offer easy bill-payment 

functionality, either in the office at the time 
services are performed or for charges that 
are invoiced for payment at a future date.

The proliferation of smartphones and 
mobile credit card readers has made the 
shift to online payments even easier for 
businesses. Technologies like simple USB 
card swipers and online payment interfaces 
have reinvented what it means to process 
credit cards, allowing you to swipe a 
card directly into an online payment form 
without a physical credit card machine.

Today, online payment solutions 
increasingly offer more tools that cater 
specifically to professionals, driving the 
development of a seamless modern 
payment experience for both invoiced and 
in-person payments.

THE EVOLUTION 
OF ONLINE 
PAYMENTS

Tax Preparation Payment
Submit to Smith Johnson, CPA

Amount to Pay *

1214

$1500.00

Invoice Number  

Cardholder Information

Roy Smit h

Name

MonthY ear

Pay CPAPay CPA
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So what exactly does this modern payment 
experience look like? It revolves around a 
secure online interface, or virtual terminal, 
that you log in to through your web 
browser, for example, Chrome or Safari.

To run a payment yourself, you can 
manually type credit or debit card 
information into a secure web portal, or 
payment form. If your payment processor 
provides a card swiper that connects to 
your computer or tablet, you also have 
the option to swipe a card directly into the 
virtual terminal. The card swiper reads the 
card information electronically and enters it 
into your payment form.

To let clients pay quickly and easily on 
their own, some payment solutions offer 
customizable, secure payment pages. 
With this option, you can link to your 
personalized payment page in an email, on 
an invoice, or on your website. Your client 
can then visit your payment page, type in 
their payment information, and 
submit payment.

Essentially, an online payment solution 
eliminates the need for you to buy or rent 
additional hardware from your payment 
processor to accept credit and debit 
card payments. Instead, online payments 
technology allows you to transform your 
office computer, tablet, or even your 
smartphone, into a credit card terminal.

Online payments also introduce greater 
simplicity, speed, and efficiency into your 
payments process. When clients can 
pay on their own device—and their own 
schedule—it encourages faster payment.
In fact, one study of the legal industry found 
that firms that accept online credit card 
payments get paid 39 percent faster on 
average. 

If an update needs to be made to a web-
based payment solution, your payments 
provider typically handles it with no 
effort on your part—you simply log in as 
usual and gain access to new features 
and system improvements. With some 

HOW ONLINE 
PAYMENTS WORK, 
FOR YOU AND 
YOUR CLIENTS

BENEFITS OF 
PROCESSING ONLINE, 
WITHOUT A CREDIT 
CARD MACHINE

Firms that accept online credit 
card payments get paid 39 
percent faster on average. 

https://www.clio.com/2017-legal-trends-report/
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credit card machines, making updates is a 
manual process that requires connecting 
the hardware to a telephone landline and 
experiencing downtime while you wait for 
the update to download and install.

There are also security benefits to 
processing payments online. When 
you let clients enter their own payment 
information into a secure payment page 
provided by a third-party processor with 
top-notch security, you no longer need to 
take possession of sensitive cardholder 
data. This effectively shifts much of the 
liability related to storage and handling of 
cardholder data off of your firm.

Speaking of which, there’s some data 
you do want to have stored and easily 
accessible—your payment data. With many 
physical credit card machines, you can only 
access 30 days worth of historical payment 
data, and you have to print out long, 
cumbersome paper reports and keep them 
on file for future reference. Transactions 
might be listed as line items without a name 
attached to them, so you have no way of 
knowing who made each payment. This 
makes reporting and recordkeeping much 
harder than it needs to be in the digital age. 

With an online solution, your data is 
digitized and searchable, making it easier 
to access, organize, and analyze. Today’s 
online payment systems also allow for 
custom form fields, which means you can 
collect information like invoice or reference 
number at the time of payment.

Finally, don’t underestimate the value of 
meeting your clients where they are, and 
offering the level of service they’ve become 
accustomed to. With online payment 
options, you can give clients the modern 
payment experience they’ve come to 
expect from businesses of all types. These 
days, you may have some clients you never 
see in person at all. They can upload their 
tax and financial documents into a secure 
portal and sign documents electronically. 
Why not let them pay online, as well?

Providing a great client experience is 
important, but if you’re like a lot of your 
peers, it all comes down to cost. Read on
as we explore how credit card processing 
rates work.

Search...



UNDERSTANDING 
CREDIT CARD 
PROCESSING RATES
If there’s one universally agreed-upon sentiment about accepting credit cards 
in your business, it’s this: credit card processing rates can be complicated and 
confusing. In this section, we’ll break down the components that make up your rate 
and factors that affect the rate you’re charged.
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Interchange
Interchange is a schedule of fees set by 
the card brands—i.e., Visa, MasterCard, 
Discover, and American Express—that 
determine the price of a credit card 
transaction. Although the card brands set 
interchange rates, the money itself is paid 
to the card-issuing banks.

When your client pays your bill with a credit 
card, the bank that issued that credit card 
funds the money to your merchant bank 
before actually receiving funds from your 
client. Interchange fees cover the cost of 
this service, along with the associated risks, 
like fraud risk and credit risk.

There are literally hundreds of interchange 
fee levels that go into determining the rate 
at which your transaction will be processed. 
Interchange fees make up the bulk of what 
you pay in credit card processing fees, 
and they’re the same for all merchants. 
Depending on a payment provider’s pricing 
structure, interchange fees might be passed 
through to you directly or they might be 
bundled into a simplified rate, which can be 
a better deal for you.

Dues and assessments
This is a category of fees charged by the 
card brands, and it covers things like access 

to the payment network and handling 
foreign currencies, as well as merchant 
location fees for businesses with multiple 
locations. These fees are also the same for 
every processor; they can’t be changed or 
negotiated. But depending on the pricing 
structure of a payment processor some of 
these may be bundled into a simplified rate.

Merchant processor fees
This is the portion of your fees that goes 
to your credit card processing company, 
whether that’s a bank that offers merchant 
services or a dedicated payment processing 
company. These vary from one payment 
processor to another, and this difference 
is what results in the variety of pricing 
structures and processing rates.

These fees are used by your merchant 
processor to pay for things like 
account servicing—including services 
like chargeback defense—software 
development, customer support, and 
risks associated with facilitating 
payment processing.

COMPONENTS OF 
YOUR OVERALL 
PROCESSING RATE
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KEY FACTORS 
THAT AFFECT 
INTERCHANGE
Even though interchange rates are set by 
the card brands and aren’t negotiable by 
business owners, there are factors that 
affect these rates that differ from one 
business to another and one transaction 
to another.

Card type
Different types of cards carry different 
interchange rates. For example, debit 
cards don’t carry a revolving balance; the 
funds are debited right from a cardholder’s 
checking account. For that reason, they’re 
considered lower risk than credit card 
transactions and carry a lower rate than 
credit cards.

Business and corporate credit cards carry 
higher interchange rates than personal 
credit cards, largely because businesses 
tend to use these cards to manage 
purchasing in their organizations, and it 
costs more for banks to provide the special 
purchasing programs and detailed reporting 
to make this possible.

Finally, rewards cards also carry higher 
interchange rates, which fund the rewards 
and perks cardholders get for using 
these cards.

“Card-present” versus
“card-not-present”
Also known as “swiped” versus “keyed,” 
this differentiator refers to how a card is 
processed. A “card-present” transaction 
is when the credit card data is captured 
electronically with a swiper, terminal, chip 
reader, or by a contactless card reader. In 
a “card-not-present” transaction, the card 
data is manually keyed into a credit card
terminal, virtual terminal, or online 
payment gateway.

Card-not-present transactions are viewed 
by the card brands as historically higher 
risk, so they carry a higher interchange 
rate. Over the past several years, though, 
technological advancements in credit card 
processing, like address verification and the 
addition of CVV codes on physical cards, 
have led to greatly reduced fraud risk from 
online payments.

Today the benefits of offering clients a 
variety of convenient payment options 
make it well worth your while to facilitate 
both card-present and card-not-present 
transactions. With online payments, you 
also get the added security benefit of 
letting clients enter their card information 
themselves into a secure portal, so that 
you never have to take possession of that 
sensitive data or store it on-site at your 
office. Rather than avoiding card-not-
present payments, look for a payment 
processor with pricing that caters to this 
type of transaction.
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Merchant type
Businesses are assigned a Merchant 
Category Code, or MCC, by their 
acquiring bank based on the type of 
goods or services the business provides. 
Certain categories of businesses qualify 
for special interchange rates. 

For just a few examples, grocery stores, 
elementary schools, and nonprofits 
are charged lower rates than other 
businesses, and gaming or betting 
organizations are charged higher rates.

Information provided
Another important factor that affects your 
rate is whether or not the cardholder 
address (including zip code) is provided 
on card-not-present transactions.

By having your processor verify address 
data through the address verification 
service, or AVS, you can reduce fraud risk, 
and avoid being downgraded to higher 
rates on these transactions.

When shopping for a provider, you’ll
want to keep an eye out for these 
additional costs.

The best payment providers include 
services like these at no extra cost, but 
some companies charge extra or don’t 
offer them at all:

Now that you understand what goes into 
your processing rate, let’s discuss a topic 
many CPAs are interested in—surcharging 
clients for credit card fees.

Recurring billing: This is a handy feature 
for scheduling payments in advance 
for repeat charges or work you take on 
retainer, and can help boost firm cash flow 
by guaranteeing prompt payment.

PCI compliance: Look for a processor 
that doesn’t charge extra to help your 
firm become and remain compliant with 
Payment Card Industry (PCI) standards. 
We’ll talk more about compliance later on.

Support: The best payment companies 
include unlimited phone, email, and chat 
support for free, with no annoying phone 
trees to navigate or long wait times to talk 
to an expert.

Chargeback defense: You may need your 
processor to go to bat for you in the case 
of a chargeback or disputed payment, 
on which we’ll go into more detail later. 
A great payment company has an expert 
team to help with chargeback defense, at 
no charge.

OTHER COSTS 
TO TAKE INTO 
CONSIDERATION

https://cpacharge.com/scheduled-payments/
https://support.cpacharge.com/customer/en/portal/articles/2431224-what-is-pci-compliance-


WHAT YOU NEED 
TO KNOW ABOUT 
SURCHARGING
Accepting credit card payments inevitably means paying payment processing 
costs. This is essentially because there’s a cost to move money within our financial 
systems—as CPAs know well. But as a business owner, you’re always looking for 
ways to manage your costs and operate more efficiently, so you may be wondering 
what your options are for passing on processing costs to your clients in the form of 
a surcharge.

Below, we’ll break down exactly what surcharging means, its legal status in the U.S., 
and how the practice might negatively affect your clients.
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In the context of credit cards, surcharging is 
defined as adding up to 4 percent on credit 
card transactions to recoup your payment 
processing cost. The practice became 
permissible to merchants in 2013 in the 
wake of a class action lawsuit against Visa 
and MasterCard.

It’s important to note that a surcharge is 
distinct from a convenience fee, which is a 
relatively older but similar term in the credit 
card lexicon. A convenience fee is a flat 
rate, for example, $1.95, that can be added 
to both debit and credit card transactions. 
It’s a cost passed to the customer to give 
them the option of paying in a way that’s 
convenient to them, hence the name.

In some states, surcharging has been 
outlawed as an anti-consumer practice. 
According to Visa’s Rules and Policy page 
as of this writing, Colorado, Connecticut, 

Kansas, Maine, Massachusetts, Oklahoma, 
and Texas all have laws prohibiting 
surcharging. 

But the illegal status of surcharging may be 
up in the air. Legal cases in New York state, 
Florida, and California have raised questions 
about whether anti-surcharge laws will 
remain in effect much longer.

If you choose to surcharge, you’re required 
to follow rules put in place by each credit 
card brand. For example, your surcharge 
can’t exceed the cost of your processing 
fee—if your all-in rate is only 3 percent, 
you cannot apply a 4 percent surcharge. 
You must also inform both the card brands 
and your customers of your intent to 
surcharge no fewer than 30 days prior to 
implementing it into your payment requests. 
Surcharging isn’t allowed on debit card 
transactions—only on credit cards.

Now that we’ve covered the basics, let’s 
explore some of the drawbacks to keep in 
mind if you’re thinking about surcharging. 
On one hand, the allure is clear: you want 
to recoup the costs of accepting credit card 
payments by transparently passing them on 
to your clients. After all, they’re the ones 
who want to pay with a credit card, right? 

WHAT IS A 
SURCHARGE?

SURCHARGING RULES 
AND REGULATIONS

DOWNSIDES OF 
PASSING PROCESSING 
COSTS DIRECTLY TO 
CLIENTS

https://www.lexology.com/library/detail.aspx?g=5c6e1264-42a8-4ab0-ba95-f44699f927fe
https://usa.visa.com/support/consumer/visa-rules.html
https://www.lexology.com/library/detail.aspx?g=f3da854a-a2da-4d64-9bb4-e0de3c6a8254
https://www.bna.com/california-credit-card-n73014473767/
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But the truth is, this approach can have 
unforeseen consequences.

Offering clients online payment processing 
is easy, convenient, and fast. If you add 
a surcharge that’s too high it can create 
a hurdle that makes clients stop and 
reevaluate how they’re paying you. They 
may decide to abandon the online payment 
process and opt to pay you by a slower 
method, like a paper check. Some clients 
could be so turned off by surcharges that 
they take their business elsewhere. 

“It is very easy to shop around for almost 
anything these days, and if a merchant 
raises prices via an added fee, customers 
may be tempted to look for a better deal,” 
says Elaine Pofeldt of creditcards.com.

There’s also the deeper psychology of 
billing to consider. Even though some 
clients will pay the added cost, you risk 
building resentment within them over time 
if they feel like you’re nickel-and-diming 
them each time they see a surcharge as an 
additional line item on their receipt. The 
reality is, not many businesses pass on the 
cost of credit card processing to customers 
these days—it’s just not the norm, which 
makes it all the more jarring to your clients.

Another option for recouping these costs is 
to build them into your rates with a minor 
price increase across the board. A small 
rate increase of 1 or 2 percent isn’t likely to 
be felt by your clients and can help make 

the cost of accepting online payments 
more manageable for your firm. Of course, 
you’ll still have to ensure that your pricing 
is competitive compared with other CPAs 
in your area—if you end up charging more, 
you may scare potential clients off.

Because of these factors, many businesses 
avoid surcharging altogether, instead 
absorbing these costs into their business 
and taking it out of profit margins. They 
often find that the increase in cash flow 
from accepting online payments outweighs 
the cost of processing fees. The bottom line 
is your clients will appreciate being able to 
pay with a more convenient payment option 
without being penalized for it.

Next we’ll explain chargebacks, or payment 
disputes, and give you tips for managing 
the risk they present.

https://www.creditcards.com/credit-card-news/merchants-surcharge-convenience-fee-1585.php


CHARGEBACKS AND 
HOW TO PROTECT 
AGAINST THEM
If a credit cardholder disputes a charge on their account, they can initiate a 
chargeback with their card issuer and ask to be refunded. This can occur for 
several reasons, including if a client believes services weren’t delivered as expected, 
they don’t recognize a charge on their card, or they didn’t authorize payment.

Any business that accepts credit cards could face a payment dispute at some point. 
Your success in disputing a client’s chargeback depends on being able to provide 
documentation supporting your claim within a given time frame. Let’s look at some 
policies and processes you can use to protect against chargebacks.
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Another great way to show proof of 
authorization is with a signed credit card 
authorization form. This lets you collect and 
keep on file client card information and 
your client’s consent to authorize one-time 
or recurring payments. You can include the 
form as part of your new client onboarding 
paperwork or send it out after a meeting, 
either for all or just some of your clients. For 
example, some firms set a policy of getting 
a signed payment authorization form for 
work that totals $1,000 or more.

Use your contracts or engagement letters 
as another place to document and verify 
payment policies with clients. 

Break out your return or refund policy on its 
own or include it as an item in your terms 
and conditions section to explain conditions 
of client payment. Have clients initial the 
section to show that they’ve read and 
understood it.

The first key item you need to have access 
to in a payment dispute is proof that your 
client actually authorized the payment in 
question. For in-person payments, proof 
of authorization can simply be a signed 
physical credit card receipt. 

For online payments, it’s important to 
collect an address and CVV code in your 
web-based payment forms. When this 
information is submitted at the time of 
payment, it’s much harder for a client to 
argue that the payment was fraudulent. Any 
payment processor should be able to help 
you make sure these fields are required 
when clients submit online payments. This 
enables you to produce a receipt for online 
payments in the event of a dispute showing 
that the address and CVV code entered at 
the time of payment matched those on file 
with the credit card account.

PROOF OF 
PAYMENT 
AUTHORIZATION

SIGNED 
AGREEMENT

Download
a sample credit card 
authorization form

https://info.cpacharge.com/authorization-form.html?utm_campaign=ccauth&utm_medium=guide&utm_source=cta&utm_content=ultimateg
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For example, some professional firms 
include language like the following clause in 
their service agreements or contracts:

Be sure to customize this language to suit 
your firm’s needs.

Finally, you need to be able to show proof 
that your services were really delivered as 
promised. This means tracking your time 
and sending clients detailed invoices that 
clearly document the work you’ve done  
for them.

Public records filed, proof of documents 
mailed, emails, phone logs, and documents 
drafted on behalf of the cardholder can also 
be helpful in demonstrating that services 
were delivered as described in your invoice 
and engagement letter.

With the right documentation—and 
with a payment processor that provides 
chargeback support on your behalf—you’ll 
be well-positioned to prevail in payment 
disputes, should they arise.

PROOF OF 
SERVICES 
RENDERED

Promise to Pay Provision
Once services are engaged, the client 
recognizes that they are contractually 
bound to the [professional] for 
their entire fee. All fees paid are 
nonrefundable and must be paid in 
full. It is further understood and agreed 
that if client or any third party paying 
professional fees for client pays such 
fees through the use of a debit card, 
credit card, or other electronic means, 
such payments cannot be revoked or 
reversed in any manner by the client.
Client initials: _________

INVOICE



DATA SECURITY 
AND PCI COMPLIANCE
With the amount of sensitive data CPA firms deal with every day, you know 
how important it is to protect your clients’ personal and financial details—as 
well as your own business data—from cyber-criminals and thieves. So what does 
it mean when you add sensitive credit card data to the mix?

The security measures you should already have in place to protect all your business 
data and systems also apply to credit card information. But there are some 
additional considerations in play when it comes to credit cardholder data. Let’s 
review the special guidelines that inform how credit card data must be handled and 
steps you should take to protect it.

****
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PCI (Payment Card Industry) compliance 
refers to a set of standards put in place 
by the major credit card brands. These 
standards apply to any business that 
processes, stores, or transmits credit card 
information. They were originally adopted 
in 2006 and require businesses to complete 
an annual compliance questionnaire about 
the way credit card information is handled 
in their office. The ultimate goal of the 
guidelines is to prevent sensitive cardholder 
data from falling into the wrong hands.

To become PCI compliant, you’ll need 
to take some security steps to ensure 
you’re processing, storing, and handling 
credit card information securely, as well as 

complete a Self Assessment Questionnaire 
(SAQ) once a year to demonstrate your 
firm’s compliance. The questionnaire asks 
how you handle credit card information 
in your office and verifies that you’re not 
storing credit card numbers electronically. 
It takes 10–15 minutes to complete and it’s 
a great business exercise to walk through 
to ensure everyone in your office knows the 
best ways to protect sensitive data. 

Here are the primary requirements for 
running a PCI-compliant firm.

1. Build and maintain a secure network: 
This means making sure your systems 
have firewalls installed and that they’re 
regularly updated. It’s also important 
to change the default passwords that 
come with your wireless router and other 
network equipment, and instead create 
strong passwords for these components. 
It can help to use a password manager to 
generate and store complex passwords for 
all your business systems.

WHAT IS PCI 
COMPLIANCE?

STEPS TO RUN A 
PCI-COMPLIANT 
FIRM

********

PCI LEVEL 1 
COMPLIANT
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2. Protect cardholder data no matter 
what: The best online payment solutions 
store and protect sensitive cardholder 
data for you. If you do have cardholder 
data stored on computers, be sure to 
enable whole drive encryption. If you’re 
ever transmitting sensitive data online, 
make sure the website has “https” at 
the beginning, which indicates a secure 
connection. Never transmit sensitive data 
through websites that are flagged with a 
message like “There’s a problem with this 
site’s security certificate.”

3. Maintain a vulnerability management 
program: This simply means using antivirus 
and anti-malware software, and keeping it 
up to date. Enable real-time monitoring to 
catch unauthorized access attempts right 
when they occur. You also need to keep all 
your systems and applications up to date to 
avoid vulnerabilities, which hackers can prey 
on. Watch for notifications on your machine 
about system updates and install them as 
soon as possible, or enable auto-updating 
features.

4. Implement strong access-control 
measures: This involves limiting access to 
sensitive cardholder data to only those with 
a business need to access it. Create unique 
log-ins for every member of your team, 
with restrictions placed to ensure they only 
have access to what they need to perform 
their tasks. Any physical card data in your 
office should also be protected in a locked 
cabinet or safe.

5. Regularly monitor and test networks: 
This involves documenting who can access 
what and making sure these practices 
are working correctly. Test these security 
measures regularly by trying to access 
sensitive data on your systems and making 
sure users who shouldn’t be able to access 
it can’t. If you have surveillance cameras on-
site monitoring servers or access to physical 
card data, make sure they’re turned on and 
recording as they should be.

6. Maintain an information security policy: 
Draft a security policy that outlines how 
your business uses technology and handles 
sensitive data. Go over your security 
standards with each member of your team 
and anyone you do business with.

By implementing these security measures 
and staying current on your annual 
questionnaire, you can be confident you’re 
taking appropriate steps to ensure your 
firm’s payment data is safe and secure.

Download
the CPACharge 
security e-book

https://support.cpacharge.com/customer/en/portal/articles/2916374-how-do-i-create-a-security-policy-
https://info.cpacharge.com/security-ebook.html?utm_campaign=securityebook&utm_medium=guide&utm_source=cta&utm_content=ultimateg


COMPARING 
DIFFERENT TYPES 
OF PAYMENT 
PROCESSORS 
When it comes to accepting credit and debit payments, you have a wealth 
of options available to you. From general-purpose software tools, to merchant 
services from your bank, to dedicated payments companies serving the accounting 
industry—with so many choices, it can be hard to know where to start.

Here we’ll explore some key differences between the various types of payment 
processors out there to help inform your decision-making.
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First, it’s important to understand that the 
vast majority of payment solutions out 
there are optimized for a broad variety of 
businesses, especially restaurants, retail, 
and other businesses that use credit card 
terminals or point of sale systems, as 
these business types are abundant in our 
economy. For context, there are nearly 
1.8 million retail, food, beverage, and 
accommodation businesses in the United 
States, compared with fewer than 900,000 
professional services businesses.

At most banks, merchant services 
are treated more as an add-on or 
supplementary offering than a primary area 
of business. For this reason, banks typically 
outsource merchant services to general-
purpose third-party payment processors. 
These processors, along with many popular 
payment software tools, aim to serve as 
many businesses as possible, so they often 
develop their products with retail and 
restaurant businesses in mind.

The payment services offered by these 
companies typically involve an on-site 
terminal—a piece of equipment you’re 

required to use to run credit and debit 
transactions. Unfortunately, these solutions 
are less ideal for professional services firms 
like yours, which don’t “ring up” a sale 
the way a typical retail business does, but 
instead process payments in a professional 
setting or invoice clients for payment after 
services have been performed.

DESIGNED FOR 
EVERYONE, OR 
DESIGNED FOR YOU?

BASIC 
FEATURES AND 
FUNCTIONALITY

WE ACCEPT

VS.

https://www.census.gov/data/tables/2015/econ/susb/2015-susb-annual.html
https://www.census.gov/data/tables/2015/econ/susb/2015-susb-annual.html
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The third-party payment provider your bank 
works with might offer online payment 
processing in addition to terminal-based 
processing. These online services can 
be great solutions for retail companies 
that need e-commerce or online store 
capabilities, with a traditional online 
shopping experience where website visitors 
can add items to a shopping cart and then 
check out and pay. But for the most part, 
these providers don’t offer the ability to 
generate unique client bills requesting 
payment after professional services have 
been performed.

A dedicated software company focused on 
professional services firms, however, is more 
likely to offer the features and functionality 
that matter to your business. The best 
software solutions don’t require any special 
terminal or equipment at all, allowing you 
to process payments completely online, 
through a secure web-based portal. This 
flexibility lets you run payments through this 
portal in your office, or send a link along 
with your bill allowing clients to pay at their 
convenience. You can also get features like 
recurring payments, client billing tools, and 
the ability to integrate online payments 
right on your website.

Best of all, you can get all this added 
billing and payments functionality while 
still keeping your business bank accounts 
at the bank of your choice. With an online 
payments solution, funds are typically 

deposited within 24 to 48 hours, and next-
day funding may be available on request.

In contrast to general-purpose payment 
companies, product developers creating 
solutions specifically for CPAs have intimate 
knowledge of the type of work you do, 
the services you offer, and the way you run 
your business. Rather than having to make 
a one-size-fits-all payment platform fit the 
needs of your firm, you can benefit from a 
focused product development approach 
that prioritizes the needs of your business.

As a CPA, you’re probably more concerned 
than the average business owner with the 
ease and accuracy of payment reconciliation 
and the availability of flexible, informative 
reporting options. This is another area 
where all payment providers are not  
created equal.

As mentioned earlier, some of the payment 
terminals issued by banks or general-
purpose processors only generate paper 
receipts, which necessitates a manual 
reporting and reconciliation process for your 
business. Many terminal-based products 
don’t provide any reporting capabilities at 
all; others only offer the ability to view daily 
payment batches.

REPORTING AND 
RECONCILIATION
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General-purpose payment companies may 
offer an array of reporting features, but 
their metrics are often more applicable to a 
point of sale business than a CPA firm. For 
example, CPAs may not need reports for gift 
cards, discounts, or cash drawer history, and 
would benefit from a system with a reporting 
nomenclature catered more to services 
than product sales. Generic processors 
also typically debit processing fees before 
depositing payments into your bank account, 
which can make reconciling online payments 
with your bank deposit statement a headache. 
Most industry-specific solutions, on the other 
hand, understand how frustrating this is 
and design their technology to avoid such 
headaches. 

A solution designed for CPAs will offer more 
robust reporting with the ability to categorize 
transactions and export data for further 
analysis, along with advanced search features. 
Look for one with comprehensive reporting 
and reconciliation tools, and one that deposits 
100 percent of your payments into your bank 
account, then debits your processing fees at 
a later time. This makes reconciliation much 
simpler and more accurate.

One of the main reasons CPAs consider 
working with their bank for payment 
processing is that they have a relationship 
with their local banker and feel they’ll 
get a higher standard of service from 
someone they know, who they can talk 
to face-to-face. Keep in mind, though, 
that if your bank outsources merchant 
services to a third-party provider, your local 
representative probably won’t be able to 
help with your credit and debit processing 
questions. Instead, they’ll have to point you 
to that third-party provider for support.

For example, if a payment doesn’t batch 
out correctly or you have questions about 
a payment dispute on your account, you 
could contact your bank representative. 
But that person will either have to redirect 
you to the third-party payment processing 
company or call that company on your 
behalf, acting as a middle-man. This can 
lead to miscommunications or long hold 
times on the phone.

If service and support are a top priority, 
a company with its own proprietary 
technology and payment gateway might 
be the best choice for you. This type of 
payment provider has a lot more visibility 
into and control over any technical issues 
that might arise. The best dedicated 

CUSTOMER 
SERVICE AND 
SUPPORT
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online payments companies offer real-
time support from an in-house team that’s 
focused specifically on helping users of that 
specific payment solution. This means the 
middle-man is taken out of the equation, 
and you can speak directly to the skilled 
professionals who can solve your problems.

Most mainstream payment processors 
provide online support forums and 
troubleshooting guides for their customers, 
with some even providing phone support 
and live chat. While these support systems 
can assist with issues that affect most 
restaurants and retail businesses, they likely 
won’t have the specialized experience 
or training to deal with issues specific to 
professional services industries, or more 
specifically, the accounting sector.

Customer support teams for professional or 
industry-specific online payment solutions 
are far better equipped to answer questions 
and handle issues for firms like yours. The 
best professional payment solutions have 
in-house support staff, reducing on-hold 

times and making it easy to talk through 
your questions with a real person who 
knows your industry inside and out.

Some processors may tell you that if you 
run all your online payments through 
their portal, your business will be PCI 
compliant because your payment data is 
housed on their secure servers and their 
portal meets PCI compliance standards. 
But it’s important to remember that PCI 
compliance rules apply not just to the 
transmission of payment data, but also 
to its storage and handling. For example, 
just because you process through a 
system that’s PCI compliant doesn’t mean 
you have a free pass to keep unsecured 
credit card information in your office.

At the end of the day, it’s still your firm’s 
responsibility to ensure usage of card 
payment data is up to standard. The 
best payment solutions not only provide 
clients with a PCI-Level-1-compliant 
payment portal, but also facilitate your 
business becoming PCI compliant itself. 
Better yet, choose a solution that has 
Certified Payments Professionals (CPPs) 
on staff to walk you step-by-step through 
the process of becoming PCI compliant. 
The Electronic Transaction Association 
CPP certification represents excellence 
and expertise in the payments industry. 

PCI COMPLIANCE
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One of the greatest benefits of accepting 
payments online is the ability to integrate 
payments with the software tools you 
already use and love. Banks and generic 
payment processors don’t typically have 
internal development resources to build 
out industry-specific software integrations. 
Additionally, if an integration does happen 
to be available, the tools these processors 
choose to integrate might be catered to the 
needs of retail, restaurant, or e-commerce 
businesses.

A dedicated payments company focused 
on professional services firms like yours 
can give you more of the tools you need 
to integrate payments on your website and 
into the software tools you use to run your 
business. When you search for a processor, 
be sure to look for a company that has 
in-house development support, as this is 
an indication that they continue to innovate 
and improve their product based on the 
needs of firms like yours.

Working with a bank that outsources 
merchant services to a third party processor 
also affects the overall processing rates you 
pay for these services. This is because your 

bank has to pay its back-end processor for 
these services, as well as try to make money 
on the services itself.

This means you could end up paying more 
through your bank than you would working 
directly with a standalone company that 
has proprietary payment technology. Your 
bank—and you, by default—may also have 
little to no recourse or bargaining leverage 
if the third-party provider chooses to raise 
its rates. 

If affordable rates and transparent pricing 
are top concerns, you might benefit from 
cutting out the middle-man in a bank-
provided solution and instead working 
directly with a dedicated payments 
company that has straightforward rates and 
no hidden fees.

SOFTWARE
INTEGRATION 
CAPABILITIES

COST 
CONSIDERATIONS
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There are some CPA firms for which 
payment processing through a local bank 
or a generic software solution may be the 
best choice. For instance, if you have a 
longstanding personal relationship with 
your local banker and your top priority in 
choosing a payment solution is preserving 
that relationship and having the option of 
regular face-to-face interactions to discuss 
your merchant services, your local bank 
might be the right choice for you.

If you’re retiring soon or you’re not actively 
trying to grow your business and instead 
want to simply maintain your current 
clientele, your bank’s merchant services 

or a generic payment software might be 
sufficient. Additionally, if you never receive 
requests from clients to pay by credit, 
debit, or ACH, or if you receive so few 
requests that it’s not an inconvenience to 
process through a terminal or reconcile your 
accounting based on paper receipts, your 
bank or a general-purpose processor might 
work fine.

Keep in mind, though, that if you do want 
to grow your business, serve a younger 
clientele, or have modern billing, payments, 
and reporting capabilities, working with a 
dedicated payment software company that 
targets professional firms like yours can give 
you the features, flexibility, level of support, 
and cost-efficiency you’re looking for.

MAKING A 
CHOICE

Pay CPA



BRINGING IT ALL TOGETHER: 
WHAT TO LOOK 
FOR IN A PAYMENT 
SOLUTION
When you shop around for new business solutions, from practice management 
software to bank accounts to office equipment, you know you need to 
be discriminating to find the tools that will best fit the way your business 
operates.

Choosing a credit and debit card processor is no different. There are a lot of 
payment solutions out there, and they’re not all created equal—nor will they be 
equally appropriate for a CPA firm like yours. In this section, we’ll examine five 
things CPAs should look for when choosing a payment processing solution.
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A lot of payment solutions on the market are 
general-purpose in nature; they’re designed 
to work for any type of business. Since retail, 
restaurant, and hospitality businesses are so 
numerous, these generic payment solutions 
have features, functionality, and pricing that 
cater to these business types.

But you’re running a CPA firm—not a bar 
or convenience store. A typical point-of-
sale system is designed to ring up items 
and generate a paper receipt. This type 
of payment interaction cheapens the 
experience for your clients, who are receiving 
complex, valuable professional services  
from you.

That’s why you should choose a payment 
solution that’s designed with professionals 
like you in mind. The benefits of working with 
a company focused on professionals—and 
even better, accounting professionals—
rather than retail or restaurant businesses are 
numerous. Specialized payment solutions 
have teams of industry experts working on 
product development, support, and security 
that cater specifically to businesses like yours.

A solution designed for accounting 
professionals is also more likely to build 
integrations with software products you use 
and love. Knowing how much CPAs rely on 
spreadsheets to organize and analyze their 

data, these solutions will offer easy export 
functionality for greater flexibility.

Speaking of flexibility, this benefit applies to 
payment features themselves. Professional 
services firms like yours sometimes need the 
option to process payments in your office 
but often invoice clients for payment after 
services have been performed.

Today, 74 percent of online households 
report paying bills online. Being able to offer 
clients the option to pay online from their 
computer or mobile device, on their own 
time, is a huge boon to client service. But 
not all payment processors facilitate online 
payments. Many are optimized solely for in-
person transactions.

Look for a payment solution that lets 
you process both invoiced and in-person 
payments with ease. This will be one that 
offers secure online payment pages where 
you can send clients to pay their bill, as 
well as easy in-person payment processing 
through an online virtual terminal, with or 
without a card reader of some kind.

If online payments are only offered as an 
add-on for an extra charge rather than as a 
core component of the solution, it’s usually a 
sign that the program isn’t really designed for 
professional services firms like yours.

1. DESIGNED FOR 
ACCOUNTING 
PROFESSIONALS

2. FLEXIBILITY FOR 
BOTH INVOICED AND 
IN-OFFICE PAYMENTS

https://www.fiserv.com/resources/413-13-17891-COL_2.5_RP_SixthAnnualBHS-2013_HR_121013.pdf
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If you’ve ever pulled your hair out in 
frustration trying to reconcile invoiced 
amounts with credit card deposits, then you 
know how important this feature is.

Many payment processors debit processing 
fees on each transaction, before depositing 
your payments. This means your deposit 
amount doesn’t match what you billed 
your clients, and it’s up to you or your 
bookkeeper to sort out which invoices were 
paid when.

The simple solution is to choose a payment 
provider that deposits 100 percent of 
payments, and then debits processing fees 
later, separately. This makes reconciliation 
a painless experience, since your deposit 
amounts align with the amounts you 
billed clients. This approach also makes it 
easier for you to account for your payment 
processing fees as an operating cost, 
separate from gross revenue.

Along with being crucial for balancing your 
books, your payment data holds a wealth 
of business insights that can help inform 
your growth strategy. Choosing a payment 
provider with the right reporting tools will 
arm you with all the information you need 
to make smart business decisions.

Look for a solution that lets you run detailed 
deposit reports by time frame or payment 
status. It should also make it easy to 
search for and find past transactions, and 
export your reports as a Microsoft Excel or 
CSV file. The best tools also provide key 
performance indicators at a glance, like top 
clients by volume, and charts that can help 
you identify payment trends over time and 
better manage the seasonality of your work.

If a payment processor offers reports that 
emphasize metrics like gift cards, discounts, 
or cash drawer history, it’s probably 
optimized for a retail payment experience, 
rather than a professional services firm 
like yours—and you can do better with a 
specialized solution.

3. FULL-DOLLAR 
PAYMENT DEPOSITS 
FOR EASIER 
RECONCILIATION

4. COMPREHENSIVE 
REPORTING 
CAPABILITIES
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Have you found that the more you dig 
into payment processing rates and fees, 
the more confused you get? It can be 
a complicated web, with hundreds of 
different interchange rates and countless 
codes to decipher. With all the time you 
spend untangling your clients’ finances, 
you probably don’t want to spend more 
precious billable hours trying to decipher 
your own credit card fees and rates.

The good news is there are payment 
solutions out there that offer competitive 
pricing that’s also simple and easy-to-
understand. Look for a processor with a 

simple rate structure, no hidden fees, no 
minimum processing requirements, and 
no long-term contractual obligations. 
This ensures you won’t get dinged if you 
fall below or exceed a certain processing 
volume, and allows you to more easily 
forecast and budget for your payment 
processing expenses.

Now you’re ready to take on the world of 
credit card processing. Letting clients pay 
with the convenience of credit and debit 
cards is a surefire way to improve your client 
experience and boost cash flow in your 
firm. With the information you’ve learned 
in this guide, you’re equipped to find the 
payment solution that’s best for your office, 
your clients, and your business.

5. SIMPLE, 
STRAIGHTFORWARD 
PRICING

1. DESIGNED FOR  
ACCOUNTING 
PROFESSIONALS

4. COMPREHENSIVE 
REPORTING 
CAPABILITIES

2. FLEXIBILITY FOR 
BOTH INVOICED AND 
IN-OFFICE PAYMENTS

5. SIMPLE, 
STRAIGHTFORWARD 
PRICING

3. FULL-DOLLAR 
PAYMENT DEPOSITS 
FOR EASIER 
RECONCILIATION
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CPACharge is an online payment solution 
developed specifically for CPA firms, giving 
you a professional way to accept credit, 
debit, and ACH payments in your office 
or online, with no equipment or swipe 
required. Give clients the modern options 
they want, while you get 100 percent of 
your payments deposited into your bank 
account, for easy, accurate reconciliation. 

With PCI Level 1 certification, we handle 
PCI compliance for your firm, at no extra 
charge, and all payment data stays safe 
and private. Our knowledgeable in-house 
team of Certified Payments Professionals is 
always just a call or email away.

Trust the experts for a solution that’s used 
by 50,000 professionals and offered as a 
Member Discount Partner by the AICPA—
CPACharge.

For detailed feature information, pricing, 
and more, check out our digital brochure.

Contact us at cpacharge.com 
or 844-352-4705 to get a 

demo and learn how we can 
help streamline payments 
and maximize cash flow in 

your practice.

ABOUT
CPACHARGE

Download 
the CPACharge 
brochure

https://cpacharge.com/about/?utm_campaign=contact&utm_medium=guide&utm_source=cta&utm_content=ultimateg#contact
https://info.cpacharge.com/cpacharge-solution-brochure.html?utm_campaign=digbroch&utm_medium=guide&utm_source=cta&utm_content=ultimateg

